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Staff Study 1€

énmc Draft of June 7, 1955)

in consultation with State and
.CFEP Drafting Group Commerce)

Econemic Defense Policy Review
U.S, Policies on Enforcement of Controls

I, COCOM Enforcement

. Ae Present Control Arrangements and Understandings
l. Primary controls over the export of strategic goods

It has always been understood in COCOM that the main responsibility
for applying and enforcing strategic controls rests with the country from which
the shipment originates., In the first two years of 006(!4, relatively small
attention was given to the manner in which the participating governments
~ 4mplemented the International Lists, Member governments were assumed to have
the means of applying and enforcing export controls.

As various ancillary controls and greater emphasis on enforcement
have developed, this has been modified to the extent that: the cooperation of 3PV |
‘other countries involved in the transaction as importer, shipper, forwarder s ;N’ '
efc. may be enlisted (in accordance with IC/DV, voyage licensing, TAC controls).
However, it remains a basic principle that the expcrting country must exsrcise
its export controls (normally based on a requirement for individual export .

Kwnotme wlineivg dAsrets—
license) with due care as to the reliability of the cxportcr/\and the final
destinee, including end-use checks when necessary. End-use checks are
particularly :‘impdrtant where the destinee is located :"Ln‘ a non-PC with sensitive

transshipment areas.,

| 2., Ancillary Controls

a. The IC/DV (import certificate - delivery verification) system

was the first of the ancillary controls; adopted early in 1951 with the
; : A
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and assisting export control authorities in detemining the legit.imao% of an
export application:{:?[C/ hasge e an :unpor 1a.ﬂcdﬂj\:;’\x1:;;".::i"primaury export
licensing procedures exercised by (OCOM PC's and to a limited extent by several
non=-COCOM countries,

Operating problems and proposals for improving the effectiveness
ofv the sysf.em have been discussed periodically among cocaM countries, The most
notable ‘improvmneht has b~een the government=to-government transmittal of copies
of IC's., This together with other improvements appear to have substantially

1 eliminated forgery at least of IC's and other fraudulent devices used by illicit
trodero.

be The TAC (transit authorization certificate) system was put into

effect in January 1955 by the OOCOM countries, and was the main new enforcement

'WYT W AAR
items to the $-3

feature of the 1954 revision of ODCOM controls, iroviding a basis previously
Bliw

lacking for preventing transshipments of

The TAC scheme has not been in operation long enough to permit a real testing

and evaluation, but it seems clear that several of the PC's have taken a

- narrower view of the TAC system than had been anticipated by the US and others,
reducing its effectiveness as a means of stopping diversions as well as
raising questiono as to the proper operation of TAC and complicating

considerably present efforts to extend the TAC system to non=COCOM countriesg

A U P ot Ik rdiws }a@,;g{\a.u. L oming ”
41 "o ocidTes - y

ce Iransactions controls are in effect in the US, UK and Canada.

Other COCOM oountries have imdisaiad that their existing financial controle
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would accomplish the intent of transactions controls in controlling cffshore
transactions between 'bheif residents and Sovietbloc countries in goods of
strategic significance, The Dutch have long claimed that they made no
distinction between strategic goods exported from the Netherlands and those
commodities which were purchased alroad and sold by a Netherland's firm to
a third country. In discussions prior to the 1954 revision they refused to
adopt transshipment controls (i.e. TAC) until the UK would agree to exercise
transactions controls, The British agreed to adopt transactions controls as
a result of the 195, list reduction.

While there are questlons under study in the Executive Branch
as to the adequacy of UK transactioz’s controls ,,b.(er"e has not been sufficient :Z |
experience with them to identify positiyely any major problems, Other questions l
as to interpretation of transactions control regilations have arisen in the :'

contexf of stoppages under TAC.

de Voyage Licensing and Bunkering Controls. Viewed in the context

of the comprehensive system of special China ~controls,, voyage licensing and
bunkering controls have been of considerable value in restricting the flow of
strategic goods to Communist China and North Korea from countries not cooperat=
ing in the UN embargo by preventing the carriage ofq;;;ba‘;'goed goods to such
de‘si;}ixiitlons in flag vessels of PC's and denying bunkering to any vessels
carryir;é embargoed goods. (MWJ }/Lw/ :

Many of the shortcomings/\in the voyage licensing system have
been eliminated, However, its effectiveness would be increased were it to

i 144
be applied to any shipment known to be destined to Communist China whether or

not they were actually delivered there by the vessel in question., Its
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effectiveness would also be increased were it to apply to voyages to all Far
East Communist ports (and not only Communist China and North .Korea) in view
of the possibility of subsequent transshipment, The UK has considered such
extensions of the system to be unwarranted in the absence of con\clgs_i've |
MJ}W evidence as to these shortcomings. Thus far the U.S. has not been in a
position to bring forward such evidence as would be necessary for the

,\ . '
negotiation of tightened controls, (,(MJ’ a e

3. Multilateral Exchange of Information on Illegal East-West Trade |

Transactions,
In June 195l COCOM worked out a procedure for multilateral
consideration of diversion cases (COCOM Doc 163L). This provides for (%)
coordination by interested COCOM delegates of live cases in order to prevent
the diversion of strategic shipments and also

A TU‘DL,W A
to ﬂlustratewloopholes in enforcement techniques,\ It was the US intent that

discussion of clecsed cases

this procedure would serve to develop greater awareness in other COCOM countries
of the need for stricter enforcement and would alsc stimulate direct represent-
ations by them to countries responsible or involved in diversion cases rather
than relying on US representatives as intermediaries.

To date relatively few discussions of cases have been initiated
in COCOM under these procedures, There have been various reasons s including
apathy or reluctance on the part of various PC's and some limitations o " M

shoviny Py sacpivination odes < -, /
initiation of ca¥es by th Se Meanb 0 bring about increased discus on of ¢™

S
enforcement cases in COCOM are under consideration in the EDAC agencies s Ine 4 o
cluding a proposal for meetings of technical investigative and enforcement

officials of the PC's under OOCOM auspices.
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L. Extension of COCOM Agreements and Understandings to Non-COCOM
| o AT
In the enforcement field this is likely to remain s—sigmi-Picarit

Anph adad o

and- time consuming exercise. Those third countries which have an export trade

Countries,

in strategic. items have for the most part indicated their intention to
cooperate with the purpose of the International Lists or Battle Act List in
not allowing direct gxports of embargo items to the bloc., Howeverf\iv—de in
connection with better application of source controls and adoptionjof TAC and

e : e, L
IC/DV, so as to prevent indirect shipments to the bloc, that%g.x;;citer succes h\ -

S ne e%ao

The cooperation of a number Hof non=COCOM countries appears to be “l
especially important to the success of vthe TAC scheme, The US, with help @\
from the UK and France, have conducted most of the third country approaches on
behalf of COCOM. A few non-COCOM countries have already agreed to cooperate
in TAC.

IC/DV procedures have already been adopted in whole or in part by

Austria, Switzerland (blue certificate), Yugoslavia, Peru, Mexico (Cabre de

Mexico), Chile (some copper exports), vk ”ﬂ_«{x;«».l and P, + Rrdiziw

ANt oo A LA -
The problem countries comprise those which are significant as

transit points in Europe and the Mediter-anean area and a few which have a
significaﬁt export trade in strategic items, such as Chile and Mexico, Certain
of these have posed delicate negotiating problems, however, made more complex
by the fact that the Netherlands and possibly other COCOM transit countries

appear to expect fairly complete export control systems on the part of the
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third countries and public identification with the TAC scheme before ,they can

. %’L ,(/{,;( f" [ 02op ﬂ{,}.a«a@}"
be-recopnired—as-partioipante—im TAC, %o i Addant -
II. U.S. Enforcement Measures Taken on a Bilateral and/or Unilateral Basis

A, US Measures

1, Battle Act Termination of Aid Provisions (Title I and Title II)

On seven occasions; the President has announced his decision to
continue aid to specific countries when there had been shipments of items
specified under Category B Title I of the Battle Act; on the basis that it |
would be contrary to US security interests to terminate aid, These shipments

have amounted to o There has been no instance of termination of

aid under the Battle Act., Most of the COCOM countries have been the subject \
of Battle Act exceptions, as well as Austria; Israel; and Iran. Most of the

cases arose from prior commitments, and were discussed in COODM prior to

inclusion in trade agreements. 4/ i, . f e Lﬁ“’ ’6\)

COCOM procedures for prior consultation and exceptions have serv_glm _4(/—30
to deter the inclusion of embargo items in new ﬁfade commitments, and in %{Q
bilateral discussions pursuant to Battle Act termination of aid proﬁsions
have also worked toward this end. In addition, there have been reports from
certain non-C0COM countries that improvements were instituted in the application
of local controls following discussions with local officials of cases which,
had they not arisen from administrative error s Would have been the subject of
Battle Act determinations,

2, Administrative Action Program

This program (which is one of withholding certain US privileges
from foreign firms which are reported to have participated in diversions) in

the past year has had some revisions designed to encourage the other partici-
CONFIDENTIAL

Approved For Release 2000/08/23 : CIA-RDP63-00084A000100160005-4




Approved For Release 2000/08/23 : CIA-RDP63-00084A000100160005-4
CONFIDENTIAL

-l
pating countries to assume their responsibilities in enforcing strategic
trade controls, Solo efforts by‘the US to police international controls may
have tended to expend goodwill‘*“ and to "wear out our welcome",
These rewisions have also been intended to make the program more adaptable
to the circumstances which generally prevail in individual and more
acceptable to foreign governments. ( /Qé" ’*ﬂ*jP A ”“77”¢JL

3. Compliance Proceedings — Department of Commerce

While criminal penalties are provided in the Export Control Act
of 1949, it is seldom that evidence can be obtained in a form that is required
under US criminal law for the conviction of either a US or foreign national,
Thus, increasing emphasis has Been placed on the employment of administeative
sanctions against both US and foreign violators, using the compliance proceeding,

Unlike the black list techniques of World War II, compliancg
proceedings have served to give foreign countries and their nationals an
assurance that the US would give them the same'fhir notice and hearing, the
same kind of due process, that it would extend to US nationals,

The sanction itself is imposed by a published order issued by the
Department of Commerce, Since the beginning of the cold war about 200 cases
have been institutedg of which about one-third have been against foreign
nationals. (The total of US and foreign nationals suspended is well over 500,) |

The decision of whether or not to institute a case against a
foreign national involves consideration not only of the offense itself but
also such factors as the impact of the case on the country of the violator
and the deterrent effects that the case may be expected to have on other

traders and possibly even other countries.

Ajff,,f/( #! ;‘)} 1 O(J’LWLW-"L-‘,&/‘ ~"'7"7A~m'4"3
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é\ 5S¢ Controls Over Foreign Sales of Surplus Strategic Equipment

3

/ Consideration of the problem of working out control measures to

L

prevent the diversion to the Soviet bloc of strategic items sold locally from

US overseas surplus was undertaken some time ago when it came to light that

strategic goods from surplus stocks, in particular automotive parts, were moving

nd

by indirect means to the Soviet bloc following normal ov%rseas surplus disposal

T 7 W

sales, Recommendations for safeguards which should bring about adequate controls

M dr ATf

were devised by representatives of USRO/ST, CINCEUR, USAFE;, USAREUR, and USFA

and are under review in Washington,

\kshingten—mly«viwm participate in an_ mter=8¢2¥ic§»&0nafmw _ ;
W’WWM”WWQ sale ‘

6. Diversion Control Net and Related Activities, Including Intelligence
Collection ”

Arrangements for preventing diversions of strategic shipments to
the Soviet bloc have constituted a majér part of the enforcement program.
In Washington this led to the development of the Diversion Control Network (DCN),
an inter-agency group chaired by MDAC with the Departments of State (ECD),
Commerce (BFC), Treasury (FAC), Defense (OSD)gv

At A
the field, Economic Defense Officers were des:.gnated in all the principal %
posts, and a European regional cordinator designated in USRO/ST,

The DCN has served to improve the coordination and pool of

ob o Woh . Rl P , pooling "(
'effortsAand to ensure that each agency knows who has M :
action responsibi tyA It has also been c cerned with evaluating the de

w calute—
effectiveness of controls,yuncovering weak spots and developing improved

@Aﬁgm sl ) otIT m_zd/!mm\/,
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enforcement techniques A backstopping and instructing US missions and the

o 0 A }O (o M‘Jﬁﬁ.—
delegation to COCOMA:'Ln specific diversion control activities,

The importance and magnitude of the diversion control problem  25X1C
I~  Pee—
copper from the Free World to the Soviet bloc in 1954. The study concluded

that about 80,000 tons of embargoed forms of copper reached the bloc despite
COCOM controls, : 25X1C

The DCN is heavily dependent upon intelligence support,mi‘n
A

effort is, made I intelligence collegztion’\aupport,
it

foat DCN and other enforcement activities,

7o Watch List and Other Commercial Intelligence Operations.

All of the US agencies which administer export controls maintain

and exchange information about US and foreign individuals and firms suspected

or known to be engaged in illicit Bast-West trade and other kinds gf violationg

. CoNF -

of export control regulations. Themewswe —end-aFe—mainiy
Thbn At HL

‘used in the screening of applications for export licenses. Aﬂ!e-BFC Special

Check List) is often called the "Watch List" by those offsi’.cials whe work with

U‘ t
ite It also serves 40 alert Foreign Service and otherAGoverrment of ficials to
parficular firms or individuals whose activities might require more thah routine

attention, end-use inquiries, etc,

7 o \AL.WJ/ (ot
There has never been a in OOCOM Aﬁfﬁan international watch

MAA\ "'4« ( £ s\
list of suspect firms or individualsA 1:1den’t'ii‘ying Commmist controlled
firms in Austriawts . . - et oo »&MI"

8. Exchange of Technical Teams

CONFIDENTIAL
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There have been visits to the US of technical teams from all
but three of the COCOM countries; while teams of US experts have now visited
seven of the' most prominent COCOM countries, These’:kiai;ﬁserved to bring about
better knowledge and mutual understanding of each other's control policies,
ligensing procedures, enforcement techniques, and inspection methods, There
have also been occasionai informal discussiona of policy questions in con-
nection with these visits,

Just as greater initiative in enforcement activities by other
PC's is desired, it has long been felt that the most desirable future develop-
ment in exchanges on technical teams would be exchanges between the European
PCls themselves., The most promising field for this appears to be in imple-

menting and improving the TAC scheme,

Analysis of Problems and Deficiencies of Enforcement

The problems and deficiencies in the enforcement program may be placed
into two categories ~= one relating to the multilateral aspects, the other to
the unilateral or bilateral phases, Strictly speaking, it is difficult to
separate the two since activities in which we engage unilaterally cannot fail
to have some effect on cur multilateral relationships.

On the international side the development of the enforcament program

has been achieved only with considerable negotiating delays and difficulties.

Agreement on TAC and UK transactions controls were part 61’ a quid pro quo for

the August 1954 list reduction., Five months of addl‘bl nal negotiations werjr’
ol M i pinin . b T
required before these controls actually were r

At /L«.o il f“fwuz, e kit A W
m for the enfcrcement progrdm is based on a

number of factors. Possibly the most important of these is the gunpeni

CONFIDENTIAL _
Approved For Release 2000/08/23 : CIA-RDP63-00084A000100160005-4




Approved For Release 2000/08/23 : CIA-RDP63-00084A000100160005-4

CONFIDENTIAL
political climgte prevailing in Burope at this time which influences the

attitudes of PC governments toward the entire control program. As the hope
for coexistence grows, it can be expected that enthusiasm for the program will
diminish, Hrvttin onbois oo L S T
More specifically there are the followings
a) Reluctance of some countries to adopt enforcement measures
unless all interested countries adopt similar measures;
b) Emphasis of foreign government economic agencies on trade
promotion rather than trade control;
¢) Confidential nature of controls in some countries;
d) Understaffing of enforcement agencies; insufficient
orientation of enforcement personnel re the objectives of
the program;

e) Reluctance of foreign enforcement personnel to discuss

3 mutual probl with US Embassy officers;
m wmlbr unreliabye zntelligence information; inability to

investigate unevaluated intelligence information.
' amwﬁﬁv"r

Additional problems arise from the non:migoming_mm
PC's and from inadequate lagal.bases for such controls. Without adequate legal

bases not only is it impossible to exercise satisfactory licensing controls,
including the uée of en&-use checks and other precautionary measures, but it
is also difficultwtgﬂ impose st.roz;gi_epough punitive action to deter violations
of controls, Q’i cjorollary problem is the frustration of the o-fficiéls
responsible for the implementation of controls caused by personnel shortages

and other factors.
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Perhaps the most active and troublesome problem in the enforcement

area is that caused by the differential level of controls aver trade w:L'bh the
Soviet bloc in Europe and Comnunist China, At the time of the 195} List
reduction the PC's agreed that the List changes would not be applicable‘tn
trade with China, that exports to the Soviet bloc (Europe) should not
frustrate those covering trade with China,q and exports to the Soviet bloc in
Europe should not be approved/if it was likely that they would be diverted to
Ching. There has been little evidence of denial of exports under these cir-

cumstances. In fact, the quantity and value of known diversions to China . %]
via ‘the Buropean Soviet bloc Europe and Western eonntries have Mon '

%gtgificant. Diversions of’ non-I/L I goods to China have been facilltated
’f«\— /_‘}M& v('z/‘\ff wa A
by the removal Mgnsing, excépt to China, of most I/L III and China
s

_1/L I, and II items and of TAC to only Munitions, AE, and I/L I items.
| A ' | O/f the preblems referred to above only t.he last (re tlng to the
\:- ,% differential level of controls) is A serious Kas ;éwever, with t genexjal
S Tresistance by the PC's to any extension of ﬁWe
V desirc on the part of most PC's to reduce vel of China con‘crols to the J&}r Y
K" 0000M 1evel)) it 18(“) doubtful if we e%tain any tightening of enforce- }%}gur :

ment measures applicable to China trad;. Our future course of action in this

area is dependent on the outcome of the over=all review o} security trade

control policy, in particular st covering trade m.th Ching, A& ‘
W‘éi"{ H él' fack el [+ o_w Wmfﬁ\ v
) For the other problems we cajff only point out to the PC's deficids

as they occur and press for the small modifications required to effect im«- (4”‘ ¥ :
I . ) Ay &L |
provements. To this end the exchanges of teams of technical experts initiated o |

by the US can go far to impress upon the PC's the importance which we attach MM |
w2 M CONFIDENTIAL L{w ‘4
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to effective enforcement and provide an orientation for foreign governments

of US policies, standards, and procedures.
The US has also experienced certain protiems originating in its
unilateral enforcement activities, From the beginning the US has found it-

 self in the position of international policeman in the enforcement of trade
éontrols, particularly in cases involving non-US goods, We have passed on to
foreign governments iwipslsiswmes information relating to diversions of non-US
origin goods, have conducted owr own investigations s have pressed for foreign
investigations and appropriate action, have coordinated action by several PC's,
and have taken administrative action against foreign firms involved in illegal
trade, Our activities have been received by the PC's with mixed feelings, It
is doubtful whether our interest 1s ever appreciated by the PC's; but usually
it is accpted at least passively because of the Battle Act implications. Our
ability to actA &{g«- orcement area varies from country to country, be=tire
exiuame—tlat Qn certain countries we are restricted to contacts with the
Fdreign Qffices and may be g@that in\festigations inwlving non=-US
origin goods or rationals should not be of concern to us. Our taking of
administrative action is usually resented, at best only tolerated, This
attitude on the part of fareign governments is especially pronounced when
their firm avé;;ualﬁ not’ vmlated local laws or regulations and they

’ acqordingly consider US interest and action as unjustified interference,
Becaus} of this feeling the US modified 1ts Adminis trative Action program

last year to change x‘ basis from one of prejudging liability under foreign

law and to encourag vestigations of AAP cases by foreign governments.
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The extent to whlch U.S. goodwill is expended in pressure for en-
Af ann At ont" s’

forcement -3 whether the goods in question

are U,S, or non=US origin, Also it should be emphasized that it is not a

mere expenditure of goodwill tha should concern us a,s m ch as the questlon o
j % Aa

BA 6 jantt tudiia, ikt
/ : W

whetherAthe expenditure is
With respect to illicit East-West trade in non-US origin goods, t.

most serious U,S, problems come from friendly countries' embarrassment when s s
we expose inadequacies in particular cases or in the general aspects of their "'!»cg“ |
programs, Much of this; of course; hinges on how we make our approaches, If

we give to the countries concerned the information that we obtain about :ﬁ,\{;
diversions so that they can take actions themselves, we will naturally cause T
less embarrassment than if we publicize to others their wealmesses, Bssentially

our problem for the future would seem to be to find the most diplomatic ways of

bringing pressure so as to persuade friendly goverrnments themselves' to improve

their controls and to take action against violators,

In the case of U.S, origin goods, some countries have taken the
WO o~ ’(rtw
position that U.S. strategic materials which are processed cw-mede components
hme N "

of products

are "nationalized" (i.e, origin
+ -
changed) by those actionsk accordmgly% U.S. should have no right to object
- to shipments to the bloc of the finished product. This brings Up smGieatiiiis,
/r R]f the whole problem of PD 810 policies.@n addition; some countries object
L’L.

to investigations conducted by Us.S, Foreign Service personnel of the
activities of foreign nationals engaged in illegal diversions of U,S. goods

on the grélmds that such investigative activities constitute an invasion of

CONFIDENTIAL
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sovereignty or mn commercial esplonage‘ Certain countries have objected to

owr imposition of sanctions against participants having only a marginal role
in diversions ~- e.g., freight forwarders, carriers, banks, etc, However,
since the beginning of security controls we have had only one cause celelbre
involving complaints by a foreign country against the U,S, for imposition

of compliance action against one of its nationals. Under thoseM;'j‘.r::;n;lstames
claims of embarrassment and fruitless expenditure of goodwill may not be toe
well founded,

On the question of enforcement of U,S. controls over non-IL commodities
we must bear in mind our long time premise th;t COCOM controls are only the
minimum which any PC is pemmitted to impose over its commodities. Further, it
has been agresed in COCOM that source countries have primary responsibility
for the control of their own goods. Ou? probléms vary depending on whether
the goods are Positive List items or under only Gereral iicense control, Our
determination that goods are sufficiently strategic to warrant unilateral:
control regardless of COCOM agreement should be made with the realization and
desire to undertake whatever action is necessary to enforce these controls,
Goods under GRO control (i.e., non-strategic or non-shart supply) do not
provide similar justification for full enforcement control and the needless
expenditure of goodwill. However, we cannot ignore them completely since
domestic considerations such as political and public relations enter into
even this field., Obviously, from the U.,S. point of viewy, the problems in
trying to use U.S, export control enforcement in the general license commodity
field are quite substantial; the present U.S. control system as applied to

such commodities represents a number of administrative and public relations

CONFIDENTTAL
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compromises that have the ultimate effect of making our enforcement in this
area considerably weaker than in the area of Positive List commodities.
Possible Future Courses of Action |

It would be desirable if the problems and deficiencies in the enforce-
ment field as described ébcve ocould be corrected, However, without some
drastic change in the over-all control policy it is unlikely that more than
routine procedural modifications can be effected in existing controls., Such
measures as the TAC scheme, transactioms controls and voyage licensing are
not completely adeqﬁate in complementing the entire range of primary controls.
We have been unsuccessful in past efforts to extend these controls to cover
a wider range of items, i.e.; I/L II, III and the China Special List or to
have them apply to the China trade area. Without/?urther downward revision
in the lists or a basic change in the differential levels of control in trade
with China, few PC's will be willing to adopt more rigid enforcement measures,
If we were to embark on an extensive program of negotiations with other PC's
we would only antagonize them and dissipate the negotiating goodwill required
for mere—impenbani~problems not only in the economic defense f:‘i.éld but also in
the broader area of East-West policy, (

If we assume that the need for control of exparts will continue for
the indefinite future and that during this time there is 1little likelihood
of obtaining any substantially tighter and broader intjrnlational control, the
question arises as to what we should do about US export :gg;rols. At the
present time US export control enforcement is admittedly not fhe most
effective thét could be devised; this condition of course has obfained

since the commencement of the cold war. The enforcement program has repre-
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sented a number of compromises which have taken intc account business and
administrative limitations and the lack of appropriate.ly trained personnel to
conduct Investigative operations abroad, the spot checking on a percentage
basis of shipments by customs, etc. The licensing processes and the size and
position of the enforcement organization are illustrative of what might be
called a realistic evaluation of the relative importance of enforcement in the
over-all program. Consequently when we think of the-future we éhould not only
think of a possible continuation of the present level and kind of enforcement

common
versus a dilution to the lowest/denominator of international controls, hut

o s
also ‘QXS*P‘?I“F thought to possibilities of unilateral tighteningtq?_% controls,
if it appears that need exists for such., We must always remember that our
control system and enforcement program with all its limitations is at a
substantially higher level than the comparable programs of cooperatiﬁg countries,

Realizing then that our enforcement program could be tightened, with _
Justification in the List reduction and (G agreement for improved enforcement,
let us consider some ways in which this ‘tightening could beaccomplishod. For
one thing we could consider using additional especially trained persomnel’
abroad to supplement the present activities of FSO's in this ’ifi‘eld; recognizing
the inadequacies of the TAC scheme to cope with diversions, we could if such
action is warranted, as the British did in World War II, institute a system
whereby we would permit US strategic goods to move only to freigh‘bﬂfg_xjggrgers
who would sign written undertakings not to accept or carry out instructions
to divert to the bloc, Since the forwarders are key institutions in the |

transit countries this would have a substantial preventive effect. In
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addition we could require the destination control notice on all bills of lading
and commercial invoices. i

The advantages of tighter enforcement procedures would be increased

security with less risk of diversion and possibly greater Congressional
approval for the implementation of the export control programe. On the other
side, however, would be the additional foreign criticism which would result,
slow up in movement of exports (with ‘probable complaints from the US export
trade), and increased costs of operating the extra controls, These latter
arguments could be used with equal effect in supp;;wrt of lower stmdardg of
enforcement. In favor of maintaining the present level of enforcement we
may state that oui' current policies and procedures are already known to and
accepted by foreign governments as well as Congressional, trade, and other public
groups; further they are reasonably efficient at an easily assessed cost which
is not out of line with other control operations. On balance, and in the
light of the conclusions outlined above for the international program, i:b
probably would be preferable to maintain the status quo in U.S. enforcement
policy (except for obvious changes which can be made to plug loopholes)
pending some major change in our over-all economic defense policye.

A second course of action is to continue our efforts to enlist non-
PC cooperation and participation in enforcement measures, The most immediate.
problems in this regard are our pending negotiations with certain Latin
American, Buropean, and Near Eastern countries for the institution of the
TAC scheme and IC/DV system, Additional study can also be given to the

4

inadequacies in the basic control systgpé of these and other non-PC's,
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The general consensus of the EDAC agencies is that there is an open
field for improvement ofl/ , '

1) intelligence collection and dissenﬁ.nation,

2) better collaboration between US element abroad which would
Ve assist in the more satisfactory implenenta-tion of already
(/U/"J ' existing eni‘orcelzient neasures,
f It is generally not conéi'dered an appropriate funotion of the Foreign
Service to engage in the overﬂ collection of information on illegal East-West
trade _and for this reason is neither staffed @
expanded effort on the part of the intelligence collection agencies in the

e todoso. Am’\ 9,».

Ot

, W
field of East-West trade would undoubtedly bring forth an inereased volume Of:L'*‘f‘Ai
/,{.J

M information, Vo4

Another important course of action is to e cowmation and” 7~

S

s

uAb~

trade transactions. Spe cifically we should press other PC's to employ the - ~

. > ods
COCOM procedures outlined in Doc. , and to support the activities of - ) e }w&

the COCOM Sub-Committee on Export Controls. An additional proposal would %'

be for the establisiment of a COCOM Sub~Committes for the interchange among )

'Y
the technical investigative and enforcement experts of the PC's of useful - 4/( _
investigative and related information, Such a Sub-Committee would provide - W y

& basis for understanding and cooperation among the investigative and en-f' Al
forcement staffs of the various PC's not obtainable through the ‘exisrt'ing' W ‘
Sub-Committee structure, Our efforts toward these ends should be with a view
to encouraging more active participation by other PC’s and toward a de-emphasis |
of UsS. initiative and bilateral pressure. To the extent that other ocountries ~ ‘
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adequately assume their full responsibilities in the program, the U,S, can
withdraw from its unpopular position abroad as policeman and agititor' for

increased controlse
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